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(54) A method and apparatus for downloading software into an embedded-system 



(57) Method for upgrading operating software 
and/or initialization program versions of an embedded 
system by using a single non-volatile memory. The non- 
volatile memory comprises a write-protected area con- 
taining an original initialization and download operation 
program version, and an unprotected area containing 
an upgradable initialization and download operation 
program version. Upon initialization, the upgradable, or 
the original version, of the initialization and download 



operation program version is copied into a second 
memory and/or into a memory location. The embedded 
system is operated from the second memory and/or 
memory location, enabling the downloading of the new 
operating software and/or initialization program ver- 
sions and programming the unprotected area with the 
downloaded versions. 
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Description 

Field Qf the Invention 

[0001] The present invention relates to the field of 5 
embedded systems. More particularly, the invention 
relates to an effective method and apparatus for upgrad- 
ing software versions which are used to control the 
operation of embedded systems, by downloading new 
software versions, on-board and using a fail-safe proce- io 
dure, into a single non-volatile memory of an embedded 
system. 

Background of the Invention 

15 

[0002] Embedded systems are widely used in 
industry and in office and consumer products. Actually, 
embedded systems include almost any device, which 
employs a microprocessor and/or a microcontroller and 
is not directed only to general-purpose computation. 20 
The control system is "embedded" into the device and is 
an integral part of it. Such devices are used to control, 
monitor or assist the operation of machinery and equip- 
ment of many types. For example, telephones, and 
many other electronic devices are operated and control- 25 
led by a firmware, which is a specific software that is 
stored in (or "burned" into) a memory of the electronic 
device, and is constantly called by a controller and/ or a 
processing unit which nonnally operates the device. 
[0003] In many devices, the firmware is linked to a 30 
database, which is also stored in the same or in another 
memory, and contains necessary information, required 
for proper operation of the device. Normally, the device 
contains a specific Printed Circuit Board (RGB), on 
which the controller or the processing unit, and the 35 
required linked memories are assembled (normally sol- 
dered). This PCB structure is widely used, since it saves 
space and is cost effective in mass-production. Original 
versions of the firmware and the contents of the data- 
base, are initially downloaded into the memory of the 4o 
device by the manufacturer, before delivery to the cus- 
tomer, and in conjunction with a processor or a control- 
ler, serve as an operating system of the device. 
[0004] In many cases, improvements in the features 
of the device are desired as time progresses, due to 4S 
customer demands, and new features are offered by the 
manufacturer who continues with research and develop- 
ment activity in order to improve the capability of the 
device. Such improvements may be implemented by 
upgrading the firmware and/or the contents of the data- so 
base in the device, from time to time, with a new version. 
This upgrade requires downloading of the new version, 
and overwriting (programming) the memory cells which 
contain the preceding firmware and database version. 
Upgrading may be can-ied out in the field, by a techni- ss 
cian, or by a data source such as a Personal Computer 
(PC), via a data communication link which is connected 
to the device, so as to eliminate the need of returning 
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the device to the manufacturer for upgrading.- In addi- 
tion, it is highly desired to enable an on-ooard upgrade, 
l.e., to eliminate disassembly of the upgradeable com- 
ponents (e.g. memory devices) from the PCB. " 
[0005] Most of the embedded systems employ an 
initialization process, known as a "boot" operation, in 
which a basic software or specific instructions are 
loaded from a boot sector (a sector represents a unit of 
storage space) of a memory, until the system is brought 
into its normal operation mode. Booting capability 
should be sustained even when the download process 
has failed, or the downloaded firmware version Is cor- 
rupted for any reason, so as to enable another down- 
load and programming process. Therefore, boot 
instructions should be stored and recovered safely 
whenever a failure in the downloading or the program- 
ming process occurs. A typical known solution is to 
store the boot instructions in a Read Only Memory 
(ROM), which is non-volatile (i.e., it retains Its stored 
data with no need for power supply) and is write pro- 
tected. However, even though a ROM has a relatively 
high density, it Is not upgradeable and should be oper- 
ated with additional reprogrammable non-volatile mem- 
ories to enable the stored firmware version to be 
overwritten. Therefore, this solution is not flexible or cost 
effective since more than one non- volatile memory is 
required, which also consumes precious PCB area and 
the boot sector can not be upgraded. Moreover, initial 
programming of a ROM is relatively time consuming, 
and is cost-effective mostly in mass production. 
[0006] US Patent 5,666,293 discloses a method for 
upgrading the operating system software of terminal 
devices by downloading new versions through a broad- 
cast channel. Upgrading is carried out by performing a 
cyclic broadcast of a packetized data file, which con- 
tains the operating system, which is captured and 
stored by the terminal devices. However, the operating 
system upgrade routine is stored in a ROM which is 
operated alone or with combination with a write pro- 
tected sector of a Non-Volatile Random Access Memory 
(NVRAM). In addition, booting up the operating system, 
which is stored in the NVRAM, is can-ied out by a loader 
program, which is stored in a ROM and is not upgrade- 
able. 

[0007] US Patent 5.647,986 discloses an auto- 
mated apparatus for wastewater treatment, which is 
controlled by a controller. The controller includes a com- 
bination of a flash memory and a boot memory, with 
remote programming capability. The flash memory 
stores the operating program of the apparatus and the 
boot memory contains a boot code, which is required to 
handle basic communication and reprogramming of the 
flash memory. The controller establishes a connection 
with a central computer from which a new operating pro- 
gram is downloaded, and receives a command to erase 
the contents of the flash memory. After the contents of 
the latter have been erased, the controller begins to 
reprogram the flash memory with data that is transmit- 
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ted from the centra! computer. After the programming is 
completed, the controller reboots the processing unit of 
the apparatus and the apparatus starts to operate 
according to the updated operating program. However, 
this apparatus has no backup or reboot capability in the 5 
event of a failure during download and/or programming 
process and requires a separate non-upgradable boot 
memory. 

[0008] The art has not yet provided satisfactory 
solutions to the problem of on-board downloading new 10 
software and boot versions into a single non-volatile 
memory of an embedded system, using a fail-safe pro- 
cedure, that also allows for upgrading of the download 
control program. 

[0009] It is an object of the present invention to pro- 75 
vide a method and apparatus for downloading new soft- 
ware and boot versions into the memory of an 
embedded system, using a fail-safe procedure. 
[0010] It is another object of the present invention to 
provide a method and apparatus for downloading new 20 
software and boot versions Into the memory of an 
embedded system, which is earned out on-board and in 
the field. 

[001 1] It is a further object of the present invention 
to provide a method and apparatus for downloading ss 
new software and boot versions into the memory of an 
embedded system, which employs a single non-volatile 
memory component. 

[0012] Other objects and advantages of the inven- 
tion will become apparent as the description proceeds. 30 

Summary of the Invention 

[001 3] The invention is directed to a method for field 
upgrading of an operating software and/or initialization 35 
program version of an embedded-system. A single non- 
volatile memory component, such as a flash memory, is 
divided into a write-protected area and an unprotected 
area. The unprotected area is used to store downloaded 
software versions. The hardware write protected area in 40 
the flash memory is used to store an original version of 
the initialization and download program, and may be 
programmed only by relatively high voltage which is not 
available in the field. The original protected initialization 
and download program functions as a backup program, 45 
which is used to perform a new downloading process 
whenever a cunrent downloading process fails. The 
write-protected area eliminates the need for additional 
non-volatile memory, such as a ROM. 
[001 4] Preferably, the last valid version of the initial- so 
ization and download program, which is stored in the 
flash memory, is copied into a volatile memory, such as 
a RAM, and the embedded-system is operated from the 
RAM. This enables the downloading process of a new 
initialization program and operating software version ss 
during normal operation of the embedded-system. Pref- 
erably, at the initialization process, the initialization and 
download program is copied into the RAM and the 
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embedded-system is operated from the RA^/l to perform 
initialization and downloading furrctipns. ^, if rdesired^ 
Alternatively, all or part of the system functionsjnay be 
duplicated and operated from the^RAMl6~alldw' addi- 
tional functionality during the upgrade process. 
[0015] Downloading is carried out via a data receiv- 
ing input into the embedded-system. The downloaded 
data is verified and if found valid, is programmed into 
the unprotected area of the flash memory. Alternatively, 
In order to be upgraded, the flash memory may first be 
erased, and the data is stored directly into the unpro- 
tected area of the flash memory. If a downloading proc- 
ess is disrupted by an unrecoverable error, it may be 
completed after activating the original initialization proc- 
ess from the write protected areas of the flash memory, 
or an updated initialization process from the unpro- 
tected areas of the flash memory. The downloading and 
programming process is restarted from the beginning, 
or alternatively continued from the detection point of the 
data error. After programming, the system is rebooted 
and the updated initialization process stored in the 
unprotected area of the flash memory is activated, cop- 
ied into the RAM and the embedded-system is operated 
by the new operating software version. Alternatively, all 
or part of the operating software may be copied into, 
and subsequently run from, the RAM. 
[0016] Preferably, downloading of a new version is 
carried out in the field by a data source, such as a PC, 
which is connected to the data receiving input of the 
embedded system, or from a remote data source by 
transmitting data groups from the remote source over a 
data link into the data receiving input of the embedded 
system. 

[0017] The invention is also directed to an embed- 
ded system having in field and on-board upgrading 
capability of its operating software and/or initialization 
program version without affecting its normal operation. 
The embedded system comprises 

a single non-volatile memory component containing 
a write protected area for storing an original initiali- 
zation and download program of the embedded 
system and an unprotected area for storing at least 
updated version of the initialization and download 
program; 

a volatile memory for storing initialization programs 
and/or operating software versions of the embed- 
ded-system, which enables simultaneous operation 
and reprogramming of new versions; 
a control circuitry for controlling the initialization 
process and the operation of the embedded-sys- 
tem, for copying the contents of the non-volatile 
memory into the volatile memory and for download- 
ing, verifying and programming new versions of 
said operating software and/or said initialization 
program; and 

a data receiving input for downloading software 
and/or said initialization program versions. 
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Brief Description of the Drawings 

[0018] The above and other characteristics and 
advantages of the invention will be better understood 
through the following illustrative and non-limitative 5 
detailed description of preferred embodiments thereof, 
with reference to the appended drawings, wherein: 

Fig. 1 is a block diagram of a software upgradable 
embedded system with a single non-volatile mem- io 
ory, according to a preferred embodiment of the 
invention; 

Rg, 2 schematically illustrates the memory 

arrangement of the embedded system of Fig. 1, 
according to a preferred embodiment of the inven- is 
tion; 

Fig. 3 is a flow chart of the status word of a non-vol- 
atile memory system, according to a prefen-ed 
embodiment of the invention; and 
Fig. 4 is a flow chart of the embedded-system oper- 20 
ation, according to a preferred embodiment of the 
invention. 

Detailed Description of Preferred Embodiments 

25 

[0019] Fig. 1 is a block diagram of a software 
upgradable embedded system with a single non-volatile 
memory component, according to a preferred embodi- 
ment of the invention. The embedded system 1 0 is con- 
trolled by a controller 11, which is linked to a flash 30 
memory 12 and a Random Access Memory (RAM) 13 
and operates the system functions according to an 
operating software which is stored in the flash memory 
12. The flash memory 12 is the only non-volatile mem- 
ory which is required for storing the operating software 35 
and/or other desired instructions. The RAM 13 is a vol- 
atile memory which is used for temporary storage of the 
initialization and download program, and enables the 
controller 1 1 to operate the system 10 during download 
mode, using the latest software version which is copied 40 
from the flash memory 12 into the RAM 13, each time 
the system is initialized. In an alternative embodiment, 
some or all of the operating program may also be copied 
into RAM 13 so as to allow additional functionality dur- 
ing the download process. For example, in a smart \tel- 45 
ephone, part of the telephone operating control program 
that allows for dialing, ringing type of the phone for 
incoming calls, and other basic functions may be copied 
into RAM 13, allowing this functionality during a down- 
load. It is also possible to copy the entire operating pro- so 
gram into RAM 13, allowing for complete operation 
during a download, in which case all software will be run 
from the RAM. The main advantage of a flash memory 
is that it is a non-volatile high-density device, whose 
contents can be easily modified "in-system" i.e., without 55 
the need for disassembly. 

[0020] System 1 0 is connected to a data source via 
a communication link 14, through which new program 
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versions may be downloaded into the flash mernory-,12 
and/or the RAM 1 3. The controller 1 1 contrcHs datai flbw. " 
Therefore, downloading and programming of a new 
software and fimiware version into systerfr f CTm ay Be" " 
carried out via the link 14, typically by connecting a pro- 
gramming device (e.g., a computer) to the link 14. Thus, 
upgrades can be carried out in the field, and distributed 
on CD-ROMs or over the Internet. For example, system 
10 may be a smart telephone, which may be pro- 
grammed by downloading new software versions from 
an attached PC, via a serial (e.g., an RS-232) connec- 
tion, which serves as the data communication link 14. 
During normal operation of the system 10, each time 
when the system 10 is turned on, a boot process is 
started according to instruction which are stored in the 
flash memory 12 and copied into the RAM 13. After the 
boot process, the system 10 is brought to its normal 
operation mode and the controller 1 1 controls the sys- 
tem functions, following the program stored in RAM 13 
and/or flash memory 12. Normally, the original (first) 
software version is programmed into the flash memory 

12 by the manufacturer, and is updated from time to 
time by updating in the field new (and advanced) ver- 
sions which improve the functionality of the system 1 0 
and/or offers new features to the user. However, for sev- 
eral reasons, sometimes the downloading process dis- 
rupted, or a part of the new software version is 
corrupted (e.g., due to unrecoverable errors which 
occur during the data transfer through the communica- 
tion link 14). Since downloading and programming 
involve data erasing of the preceding software version 
from the memory, a situation where the flash memory 
contains only the corrupted or incomplete software ver- 
sion should be eliminated. It is therefore extremely 
important to keep the boot procedure protected and 
available for reuse, so as to enable a new boot process 
and a following downloading and programming opera- 
tion, in another preferred embodiment, it is desireable to 
provide a memory arrangement which simultaneously 
enables the system 1 0 to operate at some level of func- 
tionality according to the current software version, and 
to program the system 1 0 with a new software version 
(i.e., the operation of the system 10 is not completely 
stopped while programming it with the new software 
version). RAM 13 is used to store part or the entire cur- 
rent software version required for operation, while the 
flash memory 12 is programmed. At a minimum, RAM 

13 is used to store and operate the downloading pro- 
gram. In addition, it is desired to allow upgrading of the 
boot and download procedures themselves. Current 
flash memory technology does not allow for the same 
memory component to be simultaneously accessed 
while being programmed in any sector 

[0021] Fig. 2 schematically illustrates the memory 
arrangement of the embedded system of Fig. 1 , accord- 
ing to a preferred embodiment of the invention. The 
storage space of the flash memory 12 is divided into a 
plurality of sectors, also known as segments (minimum 
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three sectors). Two sectors are used to store the boot 
program, and the other sectors are used to store the 
current version of the operation software, which may 
have been upgraded by a download operation. One 
boot sector 20 in the flash memory contains the original 5 
boot program as programmed by the manufacturer, and 
is hardware protected. The hardware protection may be 
accomplished, for example, by requiring a relatively high 
voltage, which is not available in the field to enable a 
write function. As a result, the system 10 has a pro- w 
tected boot sector that can not be upgraded in the field. 
The other boot sector 21 , which is not write protected, is 
also initially programmed with the original boot program, 
and may be upgraded with new versions. A flag, 
appended at the end of the sector, is used as a status 75 
flag for each accessible sector 21 and 22 of the flash 
memory 12. Refen-ing to Fig. 3, we find a state diagram 
of the status flag. The flag is programmed at the factory 
in the "valid" state. The first step in the update process 
involves resetting this flag to "erase process". Once this so 
is set, the update process can begin, which entails eras- 
ing the cunrent program. After the erase procedure is 
completed the flag is reset to the "erased" state. After a 
sector is programmed, and verified, the flag is again 
restored to the "valid" state. 25 
[0022] During the download process, a ORG (Cyclic 
Redundancy Code) is appended by the remote data 
source (of new software/boot versions) to each block of 
data that is transmitted to the system 10 over the link 14. 
The controller 1 1 applies the same CRC calculation to 30 
the received data and compares the result, which has 
been appended to the data block before transmission. If 
the results agree, it is an indication that the data block 
has been received successfully, i.e., without data en-ors, 
and is a correct copy. If the results do not agree, a 35 
request is transmitted over the communication line 1 4 to 
resend the data block and the block is then resent by the 
remote data source. This procedure is well known to a 
person who is skilled in the art. Once a logical sector 
has been properly received, as indicated by a valid CRC 40 
code, the sector is programmed by the upgrade pro- 
gram being run. The data is then read from the stored 
sector, and again confimried, following which the status 
flag at the end of the sector is set to "valid". 
[0023] According to a preferred embodiment of the 45 
invention, this dual boot sector arrangement (of a write 
protected and an accessible sectors) in the flash mem- 
ory 12 enables reboot operation whenever the down- 
loading process is disrupted, by using the original boot 
program, stored in the write protected boot sector 20, or 50 
an updated boot program, using the contents of acces- 
sible boot sector 21 if a correct copy exists, as indicated 
by the status flag. If the flag is valid, the updated boot 
program is copied into a memory segment 23 (a boot 
segment) in the RAM 1 3, which is used to boot the sys- ss 
tem 10 whenever the system is restarted, such as after 
downloading and programming of the flash memory 12. 
If the flag of boot sector 21 was not valid, then the orig- 



inal, hanjware protected version of ttre boot program Is 
copied into memory segment 23. The RAM 13 com- 
prises additional segments 24, into which downloaded 
data blocks may be copied for temporary storage, if 
desired. The system 10 is operated and controlled by 
the controller 1 1 by using the (copied) boot program 
which is stored in the RAM 1 3 and the software which is 
stored in the flash memory 12. Thus, whenever the sys- 
tem starts up, on of the two boot segments, 20 or 21 , is 
copied into segment 23 in the RAM 13. The program is 
thus always operated from the same address space, 
irrespective of which code versions are used. 
[0024] Fig. 4 is a flow chart of the embedded-sys- 
tem operation, according to a preferred embodiment of 
the invention. The program starts from sector 20 of the 
flash memory. At the first step 401, the validity of the 
software stored in sector 21 is checked, by checking its 
status flag, which is stored at the end in the same sec- 
tor. If found valid, at the next step 402, the content of 
sector 21 is copied into segment 23 in the RAM 13. If 
found invalid, at the next step 403, the content of seg- 
ment 20 is copied into sector 23 in the RAM 13. At the 
next step 404, the operating address of the controller 1 1 
is transferred to (operate from) sector 23. The program, 
which is copied into sector 23, at least allows the con- 
troller 1 1 to operate the downlink 14 and to update the 
flash memory 12. 

[0025] According to another preferred embodiment 
of the invention, one or more sectors 22 of the flash 
memory 12 are also copied into the RAM 13. In this 
case, the controller 1 1 operates that section of the pro- 
gram from the RAM 13. rather than from the flash mem- 
ory 12. This allows additional functionality during 
downloading, since the program can not run from same 
addresses, being updated. In current practice, during 
updating, software can not be run from the flash mem- 
ory 12 at all, and therefore, only software copied into 
RAM 1 3 is functional. 

[0026] Sectors 22 in the flash memory 12, together 
with the boot sector 23 in the RAM 13 are used to gen- 
erate a software version. The original software version 
is programmed into the sectors 22 of the flash memory 
by the manufacturer. During operation, if the last version 
of the boot program (the original boot program in the 
first operation) is found to be valid, it is copied from the 
unprotected boot sector 21 into the boot segment 23, 
and the last software version (the original software ver- 
sion in the first operation) is used from sectors 22 to 
allow the controller 1 1 to operate the system 1 0 from the 
RAM 13, and the flash memory 12. 
[0027] The boot program may also be updated by 
transmitting a new boot data block and programming 
the unprotected boot sector 21 with the received boot 
data block. The protected boot sector 20 contains the 
original boot program as a backup. When the system 10 
initializes, the controller 11 selects the boot program 
which is used for initialization by first checking the valid- 
ity of the last boot program version which is stored in the 
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boot sector 21 . If the status code of the received (new) 
boot data block is found valid, the last boot program is 
copied from sector 21 into the boot segment 23 of the 
RAM 13, and the initialization process continues from 
the RAM 13 according to the last (updated) boot pro- 5 
gram version. If the status code of sector 21, indicates 
that the received (new) boot data block is not valid, the 
original boot program is copied from sector 20 into the 
boot segment 23 of the RAM 13, and the initialization 
process continues from the RAM 13 according to the w 
original boot program version, and a new downloading 
and programming process is enabled. Therefore, by 
using dual boot sectors in the flash memory 12, the 
downloading and programming process is fail-safe. 
According to a prefen-ed embodiment of the invention, If 75 
the status code of sector 21 indicates that the received 
(new) boot data block is not valid, in addition to copying 
the original boot program from sector 20 into the boot 
sector 23 of the RAM 1 3, additional logical segments 
from sectors 22 are copied Into RAM 24 to allow for 20 
additional functionality. Each sector is only loaded If it's 
status word indicates that it is valid. The operating pro- 
gram must be so designed so as to allow independent 
functionality from each logical segment, so that some 
additional valid segments will be able to operate in the 25 
absence of others that are not valid. 
[0028] According to a preferred embodiment of the 
invention, the downloading and programming opera- 
tions which are described above, and are carried out by 
transmitting updated data blocks from a remote source 30 
over the communication link, may also be carried out 
similarly in the field and on-board, by a technician or a 
user who connects the data source, such as a PC, to a 
suitable input in the system 10 or to the data link input 
(e.g., a serial RS-232 port). 35 
[0029] The above examples and description have of 
course been provided only for the purpose of illustra- 
tions, and are not intended to limit the invention in any 
way. As will be appreciated by the skilled person, the 
invention can be canried out in a great variety of ways, 40 
using a micro-controller or a microprocessor to control 
the operation of the embedded system, employing more 
than one technique from those described above, such 
as using a wireless data communication link for down- 
loading upgraded software versions, implementing the 45 
embedded system on a monolithic circuitry, using other 
volatile and non-volatile memory types, other than a 
flash memory and/or a RAM, all without exceeding the 
scope of the invention. 

so 

Claims 

1 . A method for upgrading operating software and/or 
initialization program versions of an embedded sys- 
tem, comprising: ss 

a) providing a programmable, non-volatiie first 
memory having at least one write-protected 
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area containing an original initialte^tlon and 
download operation program version, and at 
least one unprotected area containing' at least 
an upgradable initialization anrfdbwrifoadoper-- 
atlon program version; 

b) upon initialization, copying at least said 
upgradable, or the original version of said ini- 
tialization and download operation program 
version, into a second memory and/or into a 
memory location; 

c) operating said embedded system from said 
second memory and/or from said memory 
location; and 

d) enabling downloading of new operating soft- 
ware and/or initialization program versions and 
programming said unprotected area with said 
downloaded versions. 

2. A method according to claim 1. wherein said sec- 
ond memory is physically separated from said first 
memory. 

3. A method according to claim 1, wherein the down- 
loading of a new version is carried out by using a 
portable data source connected to the data-receiv- 
ing input of the embedded system. 

4. A method according to claim 1 , wherein the down- 
loading of a new version is carried out from a 
remote data source by transmitting data groups 
from said source over a data link into the data- 
receiving input of the embedded system. 

5. A method according to claim 4, wherein the data 
link is a wireless link. 

6. A method according to claim 1, wherein the non- 
volatile memory is a flash memory. 

7. A method according to claim 2, wherein the second 
memory is a volatile memory. 

8. A method according to claim 1. wherein the arrival 
of disrupted downloaded data is detected by check- 
ing a data status code. 

9. A method according to claim 1 , wherein upon initial- 
ization, performing the following steps: 

a) checking a status code in theunprotected 
area; 

b) if said status code indicates a valid Initializa- 
tion and download operation program version, 
copying said program version into a second 
memory and/or into a memory location; and 

c) if said status code does not indicate a valid 
initialization and download operation program 
version, copying said original initialization and 
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download operation program version Into a 
second memory and/or into a memory location. 

10. A method according to claim 2» wherein the write- 
protected and unprotected areas are seaors of a 
single flash memory. 

11 . A method according to claim 1 . wherein the embed- 
ded system Is a telephone. 

12. A method according to claim 1 , wherein the embed- 
ded system is a telecommunication system, 

13. Embedded system having upgrading capability for 
its operating software and/or initialization program 
version, comprising: 

a) a single non-volatile memory having at least 
one write-protected area for storing an original 
initialization and download program version of 
said embedded system and at least one unpro- 
tected area for storing an upgradable initializa- 
tion and download program version of said 
embedded-system; 

b) at least a second memory and/or memory 
location, for storing initialization and download 
program version of said embedded-system; 

c) control circuitry for controlling the Initializa- 
tion process and the operation of said embed- 
ded system for at least copying the contents of 
said original initialization and download pro- 
gram or said upgradable Initialization and 
download program version into said second 
memory and/or memory location and for at 
least downloading and programming of new Ini- 
tialization and/or download program versions; 
and 

d) a data receiving Input for downloading soft- 
ware and/or said initialization program ver- 
sions. 
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the non-volatlle memory is a flash; memory. 

19. Embedded system according to claim 13. in which 
the second memory is a volatile mennory. 

20. Embedded system according to claim 13, in which 
the control circuitry operates at least according to 
the following steps: 

a) upon initialization, checking a status word in 
said unprotected area; 

b) if said status word indicates a valid initializa- 
tion and download operation program version, 
copying the program version into a second 
memory and/or into a memory location; and 

c) if said status word does not Indicate a valid 
initialization and download operation program 
version, copying said original initialization and 
download operation program version into a 
second memory and/or into a memory location. 
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Embedded system according to claim 13. in which 
the original initialization program is used whenever 
the data status word does not indicate the upgrada- 
ble initialization and download program version Is 
valid. 



22. Embedded system according to claim 13, being a 
telephone. 

23. Embedded system according to claim 13, being a 
telecommunication system. 
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14. Embedded system according to claim 13, in which 
said second memory is physically separated from 
said first memory. 

15. Embedded system according to claim 13, into 
which new versions are downloaded by using a 
data source, connected to its data receiving input. 

16. Embedded system according to claim 13, having a 
data communication Iinl< for receiving and down- 
loading of data new versions, transmitted by a data 
source. 
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17. Embedded system according to claim 13, wherein 
the data communication link is a wireless link. 
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18. Embedded system according to claim 13, in which 



BEST AVAIUBLE COPV 



EP 1 052 571 A2 




Fig. 1 



20 



21 



22 




22 



22- 

23- 

24- 
24- 
24- 



FLASH MEMORY 



RAM 



Fig. 2 



BEST AVAIUBLE COPY 

EP 1 052 571 A2 




Fig. 3 




YES 



COPY THE PROTECTED 
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COPY THE UNPROTECTED 
BOOT SECTOR OF THE 
FLASH INTO THE BOOT 
SEGMENT OF THE RAM 
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TRANSFER THE OPERATING 
ADDRESS OF THE CONTROLLER TO 
THE BOOT SEGMENT OF THE RAM 
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